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1
Decision/action requested

It is requested to approve the proposed key issue for TR 33.840
2
References

 [1]
3GPP TR 38.823 Study of further enhancement for disaggregated gNB
3
Rationale

This contribution describes the key issue on UP keys for disaggregated gNB architecture.
4
Detailed proposal

*****Start of changes*****
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[xx]
3GPP TR 38.823: "Study of further enhancement for disaggregated gNB".

*****Next change*****
5.X
Key Issue #X: Key issue on UP keys for disaggregated gNB architecture
5.X.1
Key issue details
The support for CU-UPs located in different security domains can be useful for certain deployment scenarios, as detailed in TR 38.823 [xx]. Sharing the same UP keys (KUPint and KUPenc), using the Rel-16 UP keys generation mechanism for, different CU-UPs located in different security domains is against the security principles.  

5.X.2
Security Threats

-
Compromise of a CU-UP leads to compromise of all other CU-UPs which shares the same keys. 

-
If CU-UPs are handled by different 3rd parties (for example, network slice providers), then all have access to others traffic.
5.X.3
Potential Requirements

-
System shall provide different UP keys (KUPint and KUPenc) to different CU-UPs, to isolate the CU-UPs deployed at different security domains from one another, to minimize attacks on data confidentiality and integrity, when a UE is accessing services over more than one CU-UP located in different locations. 

- 
RAN internal architecture (i.e., CP/UP separation, number of CU-UPs) shall be invisible to the UE.
*****End of change*****
